19LADA � A Logic for the Analysis of Distributed ActionsAlan DixAbstractThis paper presents a formalism, LADA, aimed especially at the description of systemsand situations which arise during the design and analysis of groupware. We areparticularly interested in highly distributed systems and so LADA explicitly modelsentities (people and things) acting at different unconnected locations. It not onlydescribes the behaviour of the computer software, but also the social protocols requiredfor its successful use. Temporal logic formulae which follow the subjective history ofpeople and other entities are used to simplify the expression of some of the complicatedproperties required of real systems.19.1IntroductionGroupware systems are often distributed either over local area networks or over widerdistances. In addition, some systems operate on computers which rarely or never directlycommunicate over a network, instead relying on email or floppy disk transfers. Traditionaldistributed systems try to minimise the interference between multiple users and even multipleprocesses, for example, by locking mechanisms. However, cooperation between userssuggests that this emphasis on transparency is unacceptable and it is replaced by a desire formutual awareness [9]. Furthermore, traditional distributed systems rarely deal with systemswith infrequent communications (although there have been some recent exceptions notablethe Coda File System [8]).Given these extra complications, it is not surprising that groupware systems are difficult toprogram and even more difficult to debug. In addition, the consequences of crashes are alsomore serious as they affect many users simultaneously and may reduce confidence in what areoften already socially fragile systems [6, 4, Ch. 13].One would obviously like some form of argument or proof that the central algorithms ofthese systems behave as required. Unfortunately, such arguments tend to be very complexalso as one has to consider all possible combinations of events, including �race conditions�and the possibility of deadlock. It is even difficult to state precisely what the requirementsare of a system involving several users distributed over several sites.One would like to use formal arguments to verify correctness, but most popularformalisms for describing and reasoning about software concentrate on single-threadedsystems. Even notations for handling concurrent processes, such as CSP [7], do not deal withissues of distribution and operate at a very low-level.In addition to these requirements on the computer software, the behaviour of the entiregroupware system (human and machine) depends on the participants. Designers makeexplicit and implicit assumptions about their use of the software. For example, it may beassumed that participants never simultaneously work on the same portion of a document. Thedesigner ought to be able to clearly state what assumptions are being made about these socialprotocols and also investigate the consequences when these assumptions fail.This paper presents a formalism designed especially for describing actions which happento people and things at different places. It draws on standard temporal logic, but allows oneto trace the subjective experience of each person or thing, rather than a single objectivehistory. The augmented temporal logic is itself built upon a semantic model of partially

318 Alan Dixordered events. The model and logic are presented at a semi-formal level as there is not roomfor the full formal semantics and it seemed more valuable to explore a worked example.In the next section we will consider some of the systems which we would like to describemore formally. This is followed by two sections describing the underlying model and thetemporal logic based on it. The major bulk of the paper is an extended example: specifyingthe Liveware database and giving a sketch proof of one form of observational consistency.Finally, we will return to look at some of the wider issues this example raises about LADAitself and specification in this complex domain.19.2Background � cooperating at a distanceIf two users are cooperating over the same document (spreadsheet, etc.), but are not workingat the same site, they can obviously all have copies on their own local machine. However, ifseveral users simultaneously update copies of the same document, problems arise. Systemsfor asynchronous group working must either prevent such conflicts by the use of locking orinclude support to handle the multiple versions which arise.One example is Liveware [11]. This is a database which is shared by the merging ofcopies as colleagues meet one another. Changes to the database made by one user graduallyspread throughout the community of users as different copies of the database meet and mergewith one another. A more complex example of a similar principle is multiple sourcecontrol˚[1,˚3]. This uses version control mechanisms to allow users to update different copiesof the same document at different sites. This causes several �streams� of activity for the samedocument which can be merged with automated help. In order to avoid sending whole copiesof the document, the communication between different sites uses deltas, that is differencesbetween versions of the document.Among commercial systems similar issues arise. Laplink“, the popular PC file transfertool, allows two file systems to be synchronised based on the date of last update: if the samefile exists on both systems, the system overwrites the older version. Of course, if the file hasbeen updated on both file systems, the least recent of the two updates will be lost. Similarly,Lotus Notes“ may have several servers with copies of the same database. If a note isupdated on two servers then one update may be lost. This problem is partially ameliorated bythe addition of a versioning feature whereby both copies of a note are retained. Although thismeans that the information is not lost there are potential social conflicts. Imagine that Alisonand Brian have each updated the same note on two different servers, but that Alison�s updatepreceded Brian�s. After the servers synchronise Alison will find that her updates have beensuperseded by Brian�s. She may wrongfully conclude that Brian actually saw her updates andthen rudely ignored them.This work is being carried out in the context of a project to investigate the use of versionsupport in CSCW systems, and the we believe that the use of appropriate versioning offersthe potential to detect such conflicts and offer the participants help in resolving them.However, more complex support system could just mean that problems have simply been putoff and will reappear in more complex situations. This emphasises the need for methods toverify that any new systems we propose both work as required and are robust when the socialprotocols upon which they depend are broken.Although the principal emphasis in this paper is on asynchronous groupware, the needs insynchronous groupware can be equally pressing. Whenever a system has decentralisedcontrol there will be potential for simultaneous conflicting actions. For example, in theGrove synchronous editor, complex algorithms are necessary so that typing can beimmediately echoed, but also so that all participants eventually see the same text [5].

19. LADA � A Logic for the Analysis of Distributed Actions 31919.3The semantic modelStandard temporal logic and also mathematical time series are based on a linear model oftime. A history is modelled as a sequence of states of the world at different times.1

S^0 → S^1 → S^2 → S^3 → S^4

Temporal logic operators can then be used to talk about such an history, for example,�

◊ P

� says �eventually P is true� or in other words there is some time t for which P holds inthe state at that time (St). Given such a model we are forced to specify the order in which allactions have happened. For a synchronous system this is reasonable, but for asynchronousgroupware this would hide the very issues we want to discuss, namely simultaneous actions indifferent locations.We have therefore adopted a model based on a partially ordered set of events. Each eventis the occurrence of an action involving one or more entities, which may be human ormachine. Events are only ordered where there is some explicit dependency between them, forexample if some entity is involved in both events.

320 Alan Dixthe same office, but not connected to one another (although then one would expect someevents representing communication between Alison and Brian � unless they aren�t talking).Furthermore, the communication between the two machines could be via a modem.19.3.2.Actions and r�lesLet�s look more closely at the entities and actions in Figure 19.1. There are four entities:Alison, Brian, the copy of the document on the portable computer and the one on the officedesktop computer. There are two types of actions �update� and �merge�. The events areinstances of these actions and involve a set of participants, who fulfil r�les for the action. Theupdate action requires a person who performs the update and a document which is changed.The merge action requires two documents to merge, and also a person who initiates andcontrols the merge. There will typically also be some other information about the event, forexample, describing the nature of the update. This has been omitted in Figure 19.1, but isalso important. Figure 19.2 shows these relationships in a tabular fashion and includes adescription of the actual updates.

Action

R�leEntity

Details

e1updatepersonAlisoninsert �in the town� after line 2

documentportable

e2updatepersonBriandelete line 3

documentdesktop

e3mergeinitiatorAlison

doc 1portable doc 2desktop

e4updatepersonAlisonchange line 2 to �had a shop� e5updatepersonBrianchange line 3 to �in the country�

FIGURE 19.2. Events and their participants19.3.3.Entity timelinesFinally, we need to add some meaning to the actions. For each action we need to say how itchanges the state of its participants. Also for each entity we need to keep track of its state atany time. As the model is distributed we can not ask, for example, about the state of theportable computer at event e2. However, it is important that the state of the portable is thesame at the start of e3 as it was at the end of e1. That is, for each entity there is an alternatingsequence of states and events which represent its own particular timeline. For example,Figure 19.3 shows the states of the document on the two computers. Depending on ourapplication, we may not want to talk about all of the state of an entity, and for some entitieswe may not record any state at all. For such entities, the timeline merely records the historyof activity of the entity. For example, we can represent the history of Alison and Brian as:

Anne0 → e1 → Anne1 → e3 → Anne2 → e4 → Anne3 Brian0 → e2 → Brian1 → e5 → Brian2

19. LADA � A Logic for the Analysis of Distributed Actions 321The symbols

Anne0

,

Brian1

etc. are there to record the fact that people do have some state(memory etc.) but that we are not going to expand upon it.1. Old MacDonald2. had a farm3. Ee-ai Ee-ai Oh!Portable01. Old MacDonald2. had a farm3. in the town4. Ee-ai Ee-ai Oh!Portable11. Old MacDonald2. had a farm3. in the townPortable21. Old MacDonald2. had a farm3. in the countryPortable3

e1e3e51. Old MacDonald2. had a farm3. Ee-ai Ee-ai Oh!Desktop01. Old MacDonald2. had a farmDesktop11. Old MacDonald2. had a farm3. in the townDesktop21. Old MacDonald2. had a shop3. in the townDesktop3 e2e3e4FIGURE 19.3. Document timelinesWe are modelling physical entities, such as people, computers and individual copies of adocument thus the timeline of any individual entity will be linear � an entity cannot beunsynchronised with itself! This is in contrast to an information entity like the idea of thedocument �LADA paper�. An information entity can have several different versions indifferent places, and even have several versions on the same device. We of course want toreason about information entities, such as the evolution of a shared document, but to achievethis we need to talk first about the life histories of the individual versions and the way theyinteract.As well as this linearity constraint, we could also demand that events are only ordered ifsome entity has participated in both event, or if there is some intervening sequence of eventswith this property. To be a little more precise, we can say that an event e1 is just beforeanother event e2 if there is no intervening event. We will write this

e1 → e2

, and define itformally by:

e1→ e2 ⇔ e1 p e2( ) ∧ ¬∃ e st. e1 p e∧ e p e2 ( )

The completeness condition would then be:

e1→ e2 ⇒ ∃ an entity x st. x participates in e1 ∧ x participates in e2 ( )

Although the linearity condition is a necessary sanity condition for concrete entities, theremay be situations where completeness is not required. For example, the ordering of someevents may be determined by another observer who is not explicitly included in the model.Thus the completeness condition is left as an optional part of the model which can beimposed if required.19.3.4.Alternative historiesThe event lattice in Figure 19.1 shows one possible history of the world. There are lot ofother things which could have happened, Alison might have taken the portable home aftermerging the machines, Brian might not have performed any updates and simply waited to see

322 Alan DixAlison�s version. The full formal model underlying LADA talks about the set of all possiblehistories. Given a description of the behaviour of the computer systems and the peopleinvolved, only some of these worlds can happen. To prove that some requirement holds weneed to show that all possible histories which can happen according to these behaviours alsosatisfy the required property.More formally: let w be a history of the world � that is, w is an event lattice like the onein Figure 19.1, with associated states of entities etc.. We then denote the expected behavioursof the computer systems and people by S(w) and P(w) respectively and the requirement onthe system as a whole by R(w). The requirement holds if:

∀ world histories w S(w)∧ P(w)⇒ R(w) ( )

The requirements and behaviour can be specified using formulae like that of thecompleteness condition, but temporal operators act as �sugar� so that one can avoid talkingabout the event lattice directly.19.4Temporal operatorsStandard temporal logic has two principle operators, the diamond operator — �eventually�, thatwe have already seen and the box operator — �always�. We could express the old adage thatevery cloud has a silver lining something like:

times are bad ⇒ ◊ things get good

Which literally translated says �it is always true that if times are bad then it will eventuallybe true that things get good�.As eventually can be a long way off, various additional operators are also used. Two ofthese are �until� (U) and �before� (B). The formula �p U q� says that p will be true of all statesuntil there is a state where q is true. Similarly �p B q� says that before the next state where qis true there will be a state where p is true. The before operator can be defined in terms ofuntil, and visa versa:

p B q ⇔ ¬ ¬ p( ) U q ( )

We cannot use these operators directly to distributed actions as there is no simple timeordering. However, each entity has a time ordering, so these operators can be used along aparticular entity�s timeline. The entity concerned is added as a subscript. For example, wemight want to say that whenever a user types the �send� command the computer willeventually fax a document. This can be written:

user types(user,computer,"send") ⇒ computer◊ faxes(computer,the file)

Notice how this formula starts off by looking at the user�s timeline and then in a sensebranches off along the computers timeline. In fact, this is quite a complicated behaviour andmany properties can be represented with respect to a single timeline. For example, we maywant to say that if a user has been updating a document on one computer and then wants touse a different computer, the user ought to ensure that the two computers have performed amerge before starting work with the second. (Notice how difficult it is to express theserequirements � this is precisely why a formalism is needed.) We can express thisrequirement as:

u update(u,comp1) ⇒ merge(u,comp1,comp2 ) Bu update(u,comp2 ) ( )

19. LADA � A Logic for the Analysis of Distributed Actions 323This is an example of a social protocol which could be used together with the specificationof the system to reason about correctness.19.5Example � LivewareWe will now look at the Liveware system in detail and show how one can describe therequired properties and go about proving them.A Liveware database is a collection of individual records which are the units used forupdate and merging. Each record has a unique identifier generated using the time and userwho first created it. So, when two databases are merged the system is able to match recordsand update the older one to be the same as the newer. The result is that as a group of usersmeet one another and exchange databases (usually using copies on floppy disk) the databecomes more �up to date� and information entered by one user gradually permeatesthroughout the user population. Liveware avoids the concurrent update problem by onlyallowing a record to be updated by its creator.19.5.1.Entity statesTo describe the system we need to consider two kinds of entities, copies of the Livewaredatabase and users:entities: Db, UserAt any moment, the database state (Db) has a set of active record identifiers. For eachidentifier, there is an associated value and also a timestamp of when it was last updated:state: Db =records:P Idvals:records fi ValDstamp:records fi TimeThe identifiers are, as was mentioned, constructed using the creation time and the user whocreated/owns the record. Also the value set will be assumed to include a special value �DEL�,which will be used to record deleted records:Id=Time · UserNameValD=Val ¨ { DEL }Given an element id from Id, we will refer to its components as id.t and id.u respectively.Given any database, we can determine the last time it was updated:lasttime=

max id.t |id ∈ records { }∪ range stamp ( )

We would also expect that records cannot be updated before they are created:

∀ id ∈ records id.t ≤ stamp(id)

However, although this sounds like a sensible condition, it depends on the way timestampsare generated, in a distributed environment we cannot necessarily assume a global clock. Infact, we will assume a clock that for each action supplies the time as a parameter �time?�.This will be assumed to satisfy the locally monotonic property:

time 1.

∀ e_1,e_2:Events e_1 p e_2 ⇒ e_1.time? < e_2.time?

324 Alan DixIf this is true, then we can assume for any entity �ent�:

time 2.

ent t = time?⇒ _{ent} t < time?

That is any entity will see the parameter �time?� increase.The �state� of users will be considered to consist of their name only:state: User =name:NameUnlike the database state, this will not change. In the following description, we willrequire the user�s name for most actions. In reality this is likely to be obtained once persession when the database is opened, but for simplicity we will ignore this additional systembehaviour.19.5.2.Action descriptionsWe will consider five actions:create:add a new recorddelete:destroy a recordchange:change an existing recordlook:examine an existing recordmerge:merge two copies of the databaseThe effect of an action is a state transformation of the entities involved in the action. Thiscould be described using any suitable notation, for example, Z schemas with suitableadditional semantics. In the descriptions of the actions, some Z conventions will be used.For each entity involved with an action, its state variables before the action will be availablein the action�s precondition and both these and primed versions available for its postcondition. In addition, extra parameters will be included for each action. These will bedecorated by either �?� or �!�. The former represent parameters which are inputs to the actionand can be used in the actions precondition. The latter are regarded as outputs. In reality, theinputs would often originate with one or other of the participants of an action (in this examplemainly the user), but the source of these additional parameters is deliberately leftunderspecified. Of course, this leaves open the possibility of refining the specification todetermine some of the input parameters later during system design.We now consider the effect of each action in turn, describing the entities involved in theaction, the additional parameters and the pre and post conditions of the action. First of allrecord creation:action: createroles :User, Dbparams:time?: Time, val?: Val, id!: Idpre:

time?,name ( ) ∉ records

post:id!=( time?, name )records�=

records∪ id!{ }

vals�=

vals⊕ id!→ val? { }

stamp�=

stamp⊕ id!→ time? { }

This action is only valid when the new record identifier which will be generated by theaction is not already in the database. However, if the database never contains anything that isdated in the future the precondition will always be true. To be precise, the condition on thedatabase is:

19. LADA � A Logic for the Analysis of Distributed Actions 325

db lasttime < time?

In fact, we will see that for each action we define:

db action(db)∧ lasttime < time?⇒ lasttime'≤ time?

This together with the local monotonicity assumption on time will mean that if thedatabase starts in a well timed conditions, it will remain so.The change action is similar except here the record identifier is required as a parameter:action: changeroles :User, Dbparams:time?: Time, val?: Val, id?: Idpre:

id ∈ records ∧ id.u = name ∧ vals(id) ≠ DEL

post:records�=

records

vals�=

vals⊕ id → val? { }

stamp�=

stamp⊕ id → time? { }

Here the precondition is important, it demands that a valid identifier is given. To be valid,it must both be an identifier that is known to the system but has not been deleted. Livewarerecords that a record has been deleted by storing �DEL� in its value. In addition, the recordmust belong to the user.The delete operation is identical to change except the value is set to �DEL�:action: deleteroles :User, Dbparams:time?: Time, id?: Idpre:

id ∈ records ∧ id.u = name ∧ vals(id) ≠ DEL

post:records�=

records

vals�=

vals⊕ id → DEL { }

stamp�=

stamp⊕ id → time? { }

The look action is even simpler, it performs no state changes at all:action: lookroles :User, ”Dbparams:time?: Time, id?: Id, val!pre:

id ∈ records ∧ vals(id) ≠ DEL

post:val!=vals(id)The notation �”Db� comes from Z and means �no change in Db�.Notice also that the precondition is weaker: users can look at any record, not just theirown. Of course, a more sophisticated treatment could consider access control issues, but thiswill be ignored here.Finally, we consider the merge operation. This involves two databases, they start possiblydifferent and end up the same. Each record in the final state is the most up to date from thetwo sources:action: mergeroles :P User, Db1, Db2post:records1�=records2�=records1 ¨ records2" id ˛ records1� st. stamp1(id) < stamp2(id)vals1�(id)=vals2�(id)=vals2�(id)stamp1�(id)=stamp2�(id)=stamp2�(id)" id ˛ records1� st. stamp1(id) ‡ stamp2(id)vals1�(id)=vals2�(id)=vals1�(id)stamp1�(id)=stamp2�(id)=stamp1�(id)

326 Alan DixNotice that there are no preconditions on merge, neither does it actually need anyinformation from the users. A set of users is given as more than one user may be present (andoften will be) when databases are merged. However, not all owners of records need bepresent; the records from all users are synchronised. This does not mean that a user isactually updating another user�s records since whichever value is in the final databases willhave been set by that user anyhow.19.5.3.Generic ActionsIn order to simplify the requirements on a system, it is useful to classify the actions intogroups of generic actions, giving a class structure to them. Three classes will be used:update(user,db,id)”create or change or deletesees(user,db,id)”update or lookinteract(user,db)”sees or mergeThe last class is intended to capture when the user interacts with a database in any way.As a merge involves two databases and possibly several users, it may be part of the genericaction in several ways.19.5.4.Observational consistencyNow we can capture some of the Liveware properties described in [10]. They note that thecollection of Liveware databases at any time are not necessarily consistent with one another.However, even though they are not globally consistent, they are observationally consistentfor any particular user. That is although there may be inconsistencies, no one will evernotice!This statement has several ramifications and one can address it at various levels. However,we will just look at one: if a user sees the same record take on different values, it must alwaysget more up to date.

obs. 1.

user sees(user,db_1,id)∧ stamp_1'(id) = t ⇒ user sees(user,db_2,id)⇒ stamp_2'(id) ≥ t ( )

With no social protocol this property cannot be guaranteed. Consider for example thefollowing event history for the user, where db1 and db2 are separate copies of the database:

update(user,db_1,id,val_1 ) → update(user,db_2,id,val_2 ) → look(user,db_1,id)

Clearly, the final timestamp of id will be older than the timestamp in the previous event,violating the required condition. We therefore need a social protocol to make the systemwork. We use similar conditions to the example formula earlier:

social 1.

user merge(user,db_1,db_2) ⇒

sees(user,db3)⇒ (db1 = db3 ∨ db1 = db3)

U_{user} merge(user,db_1,db_4)∨ merge(user,db_2,db_4)

19. LADA � A Logic for the Analysis of Distributed Actions 327

social 2.

user sees(user,db_1) ⇒

sees(user,db3)⇒ db1 = db3 ( ) Uuser merge(user,db1,db2) ( )

The first condition says that between merges the user only interacts with one of thedatabases which were merged. the second says that when the user has chosen to interact witha database that is the only one which is used until the next merge.19.5.5.Sketch proof of observational consistencyThe proof is in three main steps. First one proves the equivalent property for a singledatabase following its timeline. That is:

proof. 1.

db id ∈ records'∧stamp'(id) = t ⇒ _{db} id ∈ records'∧stamp'(id) ≥ t ( )

This is proved by induction and case analysis over the actions which a database can beinvolved in. Indeed, it is trivial to see that no action may reduce a records timestamp.The second stage is to transfer this result to a user looking at a single database. That is weseek to prove:

proof. 2.

user sees(user,db,id)∧ stamp'(id) = t ⇒

user sees(user,db,id)⇒ stamp'(id) ≥ t ( )

Although this involves only the user and one database, it is no longer a linear temporallogic proof. Both the user and the database may have interactions which do not involve oneanother. In other words, we need to prove temporal properties of entities which take differenttime paths.2 For the first time, we really need the additional expressive power of a non-linearlogic and can use a general proof rule. Let a and b be any two entities, and e and f two actiontypes which involve them both:

infer 1.from

a P ⇒ _a Q

infer

b e(a,b)∧ P ⇒ _b f(a,b)⇒ Q

We simply set P to be

id ∈ records'∧stamp'(id) = t ( )

and Q to be

id ∈ records'∧stamp'(id) ≥ t ( )

. The first part of our proof (proof 1.) has therefore fulfilledthe condition of the proof rule. Examining each specific action which comprises the genericaction �sees(user,db.id)�, we find that all imply that id is in records�. Hence letting both eventse and f be �sees(user,db.id)� we obtain equation proof 2.So far we are still only considering a user�s interactions with one database. To prove thefull observational consistency property, we need to use the social protocol. This is now alinear temporal logic step and just involves induction and case analysis. The important fact isthat the social protocol ensures that the user�s interactions are always of the form:sees(user,db1) � ... � sees(user,db1) � merge(user,db1,db2)� sees(user,db2) � ... � sees(user,db2) � merge(user,db2,db3)� sees(user,db3) � ...The single database version effectively proves the property between merges, but the factthat databases are identical after merges then allows an inductive proof of obs. 1.

328 Alan Dix19.5.6.Other forms of observational consistencyThe proof of simple observational consistency only depended on the system behaviour andthe social protocol of the particular user involved. That is, so long as a user obeys therequired social protocol any individual record will always get more up to date.More complex observational properties should look at groups of records. For example, wemight like it to be true that two users could agree about their observed history of records.That is, given two records (with ids i and j), and two users (say Alison and Brian), if Alisonsees record i updated before record j, we might like Brian to see the same relative ordering.We can define this ordering precisely. We say that Alison sees record i at time t before shesees record j at time 2 (denoted

i@t <A j@s

) when the following holds:

i@t <A j@s ≡ ◊A sees(A,db) ∧ stamp'(i) ≥ t ∧ ( j ∉ records'∨ stamp'(j) < s )

This is rather strong as it says that the updates cannot even be first seen at the same time.The weaker equivalent allows this:

i@t ≤A j@s ≡ ¬ j@s <A i@t ( )

Note that although these are written as partial orders, they will only be guaranteed to be soif Alison obeys her social protocol.The joint consistency property can then be stated:

obs. 2. —

false

i@t <

A

j@s ⇒ i@t ≤

B

j@s

Unfortunately, this consistency condition (which is what one would expect of asynchronous database) does not hold of Liveware. For example, imagine that record ibelonged to Alison and j to Brian. They start with identical copies of the database, then indifferent locations Alison updates record i and Brian updates j. Clearly Alison will see theupdate to i before j and visa versa for Brian.Although this stronger form of the consistency property does not hold for any pair ofrecords, it does hold if the records belong to single user. That is:

obs. 3.

i.u = j.u ∧ i@t <

A

j@s ⇒ i@t ≤

B

j@s

Proving this requires that all three parties (Alison, Brian and the user to whom the recordsbelong) all obey the social protocol. These three need not be distinct leading to two specialcases.¥If Alison and Brian both maintain the social protocol, then each will see the other�srecords in a consistent manner.¥If a single user (say Alison) maintains the protocol, then she will always see her ownrecords as consistent with one another.Note that in both these cases, we put no stipulations on the other users. This is very importantas in a large informal group, we cannot guarantee that everyone else will always fulfil theircommitments.19.6Lessons about the LogicHaving seen a partially worked through example, we can look again at the underlyingformalism and see what can and cannot be done within the logical formulae.

19. LADA � A Logic for the Analysis of Distributed Actions 32919.6.1.Additional temporal operatorsSeveral of the steps in the proof of simple observational consistency involved reasoning abouta single entity�s timeline. The expresion of properties and proofs are then pretty muchstandard linear temporal logic.Inductive proofs of �always� properties is made easier by using the temporal logic �nextstate� operator (m). As with the other operators, this is decorated with the name of the entitywhich is being traced. For example, the social protocol can be re-expressed as:

social 1a.

user merge(user,db_1,db_2) ⇒ user interact(user,db_1) ∨ interact(user,db_2) ( )

social 2a.

user sees(user,db_1) ⇒ _{user} interact(user,db_1) ( )

However, this formulation is only correct so long as the user only engages in interactionswith databases. We might have an additional action for users �drink_cup_of_tea�. If the user,say Brian, were to follow the above formulation of the social protocol it would imply thatonce an interaction with a Liveware database had taken place, Brian would have to spend therest of his life with Liveware and never drink another cup of tea!What we really want to say is �in the next state where there is database interaction...�.That is, we want to have temporal operators which only look at actions of a particular type.We can denote this by putting the relevant action condition after the entity name in thetemporal operator�s decoration. For example:

social 2b.

user sees(user,db_1) ⇒ _{user:interact} interact(user,db_1) ( )

Similar annotations can be used with the �always� and �eventually� operators, but areredundant as the same effect can be achieved in the predicate part:

ent_{:action} P ≡ _{ent} action ⇒ P

The following two proof rules then allow easy inductive proofs:

infer 2.from

ent_{:action}P

infer

ent_{ent:action} P

infer 3.frominitially Pand

ent_{:action} ( P ⇒ _{ent:action} P )

infer

ent:action P

The first of these is a weakening rule. The second, infer 3., requires information about theinitial states of entities, which was mentioned once or twice loosely during the previousproofs, The second part the condition (the inductive part) will usually be discovered byrecourse to case analysis on the different types of possible action.

330 Alan Dix19.6.2.ResynchronisationNot every property or proof step can use purely linear temporal reasoning. If they could therewould be no need for a new formalism! In the proof of simple observational consistency(obs. 1.), we only needed one proof step involving the intertwining of timelines which wecould achieve using the inference rule infer 1. However, the more complicated observationalconsistency property (obs. 3.) talks about properties of two timelines (in fact three includingthe record�s owner). Furthermore, the Multiple Source Control system [1] uses asynchronousmessage transfer as well as direct merging and will thus have even more non-linear features.The logic formulae we have seen so far make it easy to branch onto different entitiestimelines. Take for example:

C act1(C,A,B) ⇒ (P(A) UA act2(A,B) )∧(Q(B) UB act2(A,B) )

This says that it is always true along C�s timeline that if C engages in the action act1 thenalong A�s timeline P will hold until A engages in the action act2 with B and similarly alongB�s timeline Q would hold until B engages in act2 with A. We could instantiate this with thefollowing entities an actions:A—AlisonB—BrianC—Cupidact1(C,A,B)—Cupid fires his arrows of passion at Alison and BrianP(A)—Alison is unhappyQ(B)—Brian is sorrowfulact2(A,B)—Alison and Brian marryThe formula would then read:�Whenever Cupid fires his arrows of passion upon Alison and Brian, Alisonwill be forever unhappy until she marries Brian and likewise Brian will be inperpetual sorrow until he marries Alison.�However, the formula does not specify whether the two marriages spoken of are the sameevent. We could imagine a scenario whereby Alison and Brian are both unhappy and thenthey marry. Brian is now delighted, but Alison stays unhappy and sadly they divorce(presumably casting Brian once more into the depths of sorrow). Only then does Alisonrealise the depth of her love for Brian and she remains unhappy until years later they meetagain, refresh their romance and remarry.It makes a good story, but was not what the original formula was meant to express. Itallowed one to talk about the diverging timelines of Alison and Brian from one event (theshooting of the arrows), but did not demand that the timelines resynchronise on a single event(marriage). In this example, we could force the required interpretation by adding therequirement to P and Q that no marriage takes place. However, this is both inelegant and willnot cope with slightly more complex situations. To allow more general resynchronisation wecan label the events:

C act1(C,A,B) ⇒ ∃e:Event st. (P(A) UA e:act2(A,B) )∧(Q(B) UB e:act2(A,B) )

This form of labelling makes the expressive power of the temporal formulae moresymmetric (although not completely) at the expense of more complex logic.Happily, most properties seem to concern relatively little resynchronisation and it is likelythat most proofs can be split into mainly linear parts with only occasional non-linear parts.This was certainly the case with the observational consistency proof.

19. LADA � A Logic for the Analysis of Distributed Actions 33119.6.3.When logic failsAlthough the temporal formulae make it easier to define and reason about properties, they arenot complete with respect to the underlying semantic model. Occasionally, properties mayneed to be stated using the model itself (as was the case with the first time property time 1.).Even where the required properties can be stated using the temporal formulae, proofs mayhave to drop into the semantic domain. This is not a fundamentally difficult process as theformulae can be easily translated into their semantic equivalents to carry out proofs there.If some constructs seem to recur they may become candidates for later inclusion in thelogical level of LADA (as is the case with labelled events), but I am not convinced of theutility of aiming at completeness at the logical level when the semantic level is not undulycomplex.If such a dual level approach seems inelegant to the purist it should be noted that temporalformulae are simply predicates about event lattices. If required they can thus be embeddedinto properties at the semantic level, giving rise to a �wide spectrum� notation. For example,we could say:

a act1(a) ⇒ ∃e:Event st. (◊a e:act2(a) )∧(∀ f f e P(f))

Some care has to be taken over the precise semantics of embedded quantifiers over events.19.6.4.Not just atomic eventsWhereas most specification notations for interfaces are targeted at continually synchronisedsystems, LADA is explicitly aimed at the opposite extreme. The entities meet andsynchronise at discrete and atomic events. However, there are situations between these twoextremes. For example, we may want to describe systems where participants both workseparately, but also have protracted periods of synchronised work. During these periods it isreasonable that participants will join and leave the synchronous group. This is not allowed inthe current formalism as this would lead to violations of the partial order between events.Another way in which the atomic nature of events is insufficient to describe interfacephenomena is when there are periods of continuous interaction between events. Thisinterstitial (that is between actions) behaviour become important when studying moredetailed interaction. Although it can be ignored then for the highly distributed systems whichare the main target of LADA it suggests that appropriate extensions would be valuable forcertain target domains. This would bring together the work described in this paper with alonger running study of status/event analysis (e.g., [2] and [4, Ch. 9]).19.7DiscussionIt is difficult enough to specify and reason about single user interaction — the movement intogroupware with the attendant problems of distribution is daunting. We have seen how LADAis designed to address such systems. It has two major features:¥a partially ordered event lattice to express issues of distribution.¥extended temporal logic formulae following individual timelines.The first of these is not uncommon, although it is important to remember that the use hereis to represent events which are totally unsynchronised, rather than simply things which mayhappen concurrently. The emphasis here is on distribution not concurrency.The use of temporal formulae is I believe novel and adds considerably to the ease of useand expressiveness of the resulting formalism. This was evident in the worked example

332 Alan Dixwhere comparatively complex properties of multiple agents and objects were expressedsuccinctly and proofs of properties nicely factored into linear and non-linear parts.AcknowledgementsThis work was funded by a SERC Advanced Fellowship B/89/ITA/220 and by SERC GrantGR/J08560, �Version Management and Access Control Models for Cooperative Systems�.References[1]A. J. Dix and V. C. Miles, Version Control for Asynchronous Group Work, YCS˚181,University of York, 1992.[2]A. J. Dix, Beyond the interface, pp. 171-190 in Engineering for Human—ComputerInteraction: Proceedings of IFIP TC2/G2.7 Working Conference, Ellivouri, Finland,J. Laron and C. Unger editors, North-Holland, 1992.[3]A. J. Dix & R. Beale, Information Requirements of Distributed Workers, Universityof York, 1992.[4]A. Dix, A., J. Finlay, G. Abowd and R. Beale, Human-Computer Interaction, PrenticeHall, 1993.[5]C. A. Ellis and S. J. Gibbs, Concurrency control in groupware systems, SIGMODRecord, 18(2), pp.399-407, Proceedings of the ACM SIGMOD InternationalConference on Management of Data, June 1989.[6]J. Grudin, Why CSCW applications fail: problems in the design and evaluation oforganisational interfaces, pp. 85-89 in CSCW�88 Proceedings of the Conference onComputer-Supported Cooperative Work, ACM SIGCHI & SIGOIS, 1988.[7]C. A. R. Hoare, Communicating Sequential Processes, Prentice Hall, 1985.[8]J. J. Kistler and M. Satyanarayanan, Disconnected operation in the Coda file system,ACM Transactions on Computer Systems, 10(1), pp. 3-25, February 1992[9]J. Mariani and T. Rodden, The impact of CSCW on database technology, inProceedings of the IFIP Workishop on CSCW, Berlin, April 1991.[10]H. W. Thimbleby and David Pullinger, Observations on practically perfect CSCW, inCSCW Issues for Mobile and Remote Workers, IEE Colloquium, March 1993.[11]I. H. Witten, H. W. Thimbleby, G. F. Coulouris & S. Greenberg, A New Approach toSharing Data in Social Networks, in Computer—Supported Cooperative Work andGroupware, S.˚Greenberg editor, Academic Press, ISBN 0-12-299220-2, 1991.

1Branching time interpretations of temporal logic do not use a linear model. However, the branches in thetree represent �possible� worlds and any particular history is still linear (a path through the tree). The majordifference between linear and branching time temporal logics is not in the underlying notion of time, but in theinterpretation of the temporal operators. In particular, whether the diamond operator �eventually� is taken tomean �there is some possible future state where� or �in any possible future history there will be a statewhere�.2 I�ll take the high road and you take the low road, and I�ll be in Scotland before you, ....